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Linguistic Security Testing for Textual Protocols E j‘

Goals and History

1. Protocol Tester

A
A
A
A

A

Protocol Tester Grougvy dzZSSy Qa ! YAOBSNRARAAGE | yI
Testingg binary-based network communication protocols (OSPF)
Protocols represented by context free grammar

Using a test planner to insert a different set of XML markup tags into
the captured message sequences to guide the mutation

The set of mutation tags was hard coded

2. Extend our previous versions

A

A
A
A
A

Testingg text-based network communication protocols

Using protocol description file to insert XML markup tags

Some of mutation tags are generated automatically by using a
program to analyze the grammar

Handling complex mutations

t NP0202f AYRSLISYRSYd o0l ¢c¢cts C¢t:



Syntaxbased Security Testing (SST) framework

Request

A 4

Network
Response server
A

Capture

<
<«

Request message sequence

\4 A 4

Markup Marked [\ tator |Test case Replay
up packet

Replayed Responge

message sequenge

‘ Original Response |
message sequence | Oracle

Test
resul




Protocol Specification and Markup

% partial HTTP grammar Included K G G LI® 3 NI €
define program redefineentity_header
[requestmessage] X
end define | [SOAPACctign
definerequestmessage end redefine
[requestline][repeat headers_message] define SOAPAction
[CRLF][opt message_body] [soap_ur][soap_messade
end define end define
definerequestline define soap_message
[method][space][requesturi][space] [xml_declaratioffopen_soap_envelogde
[http-version][CRLF] [soap_headdr[soap_body[close_soap_envelope
end define end define
The partial low level HTTP protocol specification The middle level XML SOAP protocol specification

Example of HTTP request packet

POST /return.asp HTTP/1.1

Host: 192.168.1.105

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.1.11) Gecko/20071220 BonEcho/2.0.0.11
Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0.5
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

eeeeee. .
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Protocol Specification and Markup

definerequest_line

% partial HTTP grammar

define program
[requestmessage]

end define

define requestmessage
[requestline][repeat headers
[CRLF][opt message_b

end define

e requestline

[method][space][requesuri][space]

[http-version][CRLF]

The partial low level HTTP protocol specificatic

<enumeratedLiteralpnethod]</enumeratedLiteral>
[space][request_uri][space] [http_version] [CRLF]
end define

Nested Markup tag example
<enumeratedLiteral><caseSensitiji@ethod|</caseSensitive></enumeratedLiteral>

Relation tag example

define Content_Length
'‘ContentLength : [spaceflength id="%" root="request_message" role="length">
[numberk/length>
enddefine
define message_body
FESYaadK ARTHE:*b NR2GTI b NBrgpdasStakényoy BeighehghS
enddefine



Categorization of mar

KUp tags

Types Tags Purpose
Change to another terminal
Syntactic enumeratedLiteral provided from grammar to alter
the original semantics
. Change the terminal letters from
caseSensitive upper case to lower case or vice
charSpecific Change the terminal character
dateSpecific Change the terminal date format
Lexical syntaxSpecific Alter the terminal characters
ueLimitati Change the terminal value to
valueLimitation common boundary values
. i Replace a string values with
stringSpecific common alternate strings
Indicates that the number marke
Relational length by the length role gives the
number of characters in the valu
role.
The content identified by the tag
Custom jpeg an embedded jpeg image (e.g. fi
upload).
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Markup and mutate process

Generate
» Insert Markup
program
v Mutation
_wviengine »Mutants
Marked u Mutation—!
sinsert > »lenai Mutants
> > engine -
Markup Packet g |
Mutation—
engine =Mutants




f Generalized Markup \
Protocol Specification

Generalized Protocol Grammar

define http_version
HTTP / [number]
end define

Grammar

|

Grammar
Merge Program

o J

Markup Specification

define http_version

HTTP [number] <charSpecific> [period] </charSpecific> [number]
end define
define period

end define
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Markup and mutate process

Generate
»| Insert Markup
program
v Mutation
_wviengine »Mutants
Marked u Mutation—!
sinsert > »lenai Mutants
> > engine -
Markup Packet g |
Mutation—
engine =Mutants




Marked up packets

GET
Hos
AcCC(
AcCC(
AcCCH
Kee
Con
[f-M

GET
Hos
AcCCq
AcCCq
AcCC(
Kee
Con

If-M¢

GET / HTTP£charSpecific>.</charSpecific>

AcceptLanguage:
AcceptEncoding: gzip,
AcceptCharset: IS@859-1,utf-8;0=0.7,*;9=0.7

Host: 192.168.1.104

.en;g=0.5
eflate

KeepAlive: 300
Connection: keefajive

I--Modified-Since: <kdate§pecific>03/10/1900</dateSpecific> 07:43:23 GMT

orrrToor oo “v]' 5 v---v\vv.— T T T OISR  [T T OIS T T O

define http_version

HTTP [number] <charSpecific> [period] </charSpecific> [numper]
end define
define period

\end define




Mutants examples

Marked up
packet

A 4

Mutation engine

GET /HTTP/1

H GET /HTTPAL
ﬁ H GET /HTTP@1
¥ ﬁ h GET /HTTPHL
H 4 ﬁ H GET/HTTPSL
QK )4 Y GET/HTTPIML
=% A A :
( ¢ | 4 Host: 192.168.1.104
VI | A AcceptLanguage: ews,en;q=0.5
| ¥ ¢ A AcceptEncoding: gzip,deflate
By BN H AcceptCharset: 1IS®8591,utf-8;0=0.7,*;q=0.7
N ¢ KeepAlive: 300
q % Connection: keeglive
Sl X
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Experiments

1. Toy web applications

A to validate the functionality of the framework

A Interesting result IS accepted the undefined request method message
Apache?2 rejected the undefined request method
message (method POST was changed to post)

2. kOrganizer

A mutated iCal fileg caseSensitivesharSpecificdateSpecificsyntaxSpecific
valueLimitation and stringSpecific

A Xmacroplaynstructs thekOrganizeto open and close the mutated iCal files

A A total of 1026 test cases generated from a sinGlendarile

A kOrganizecrashed by a 16Mb string (SIGSE@¢egmentation violation)

A The total running time was 244188 seconds (67.83 hours)
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SS'vsother black box security testing tools

Vulnerability reveal

c | 2| 5| B 2 | 8|8 3
o o = o > © c
Protocol =] = Q S -8 c 8 S = o
. O o © = — —
Methodology independent Q 3 [ = g g g .,(2 8 .%
£ Q 5 > | Ea| © °© % @

— 2 g S o= 5 < 7

o @ 7 o |Oo=| £ = ©

“l e | & | £ 2 e | =

S 3 m Q a

User Session No K |[[1,2,6,7,8]

WAVES No K K [3]
Bypass No K K K [5]
SecuBat No K K [4]
SST Yes K K K K K K K K -







