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Linguistic Security Testing for Textual Protocols

Goals and History

1. Protocol Tester
Å Protocol Tester Group ςvǳŜŜƴΩǎ ¦ƴƛǾŜǊǎƛǘȅ ŀƴŘ wa/
Å Testing ςbinary-based network communication protocols  (OSPF)
Å Protocols represented by context free grammar
Å Using a test planner to insert a different set of XML markup tags into 

the captured message sequences to guide the mutation
Å The set of mutation tags was hard coded

2. Extend our previous versions 
Å Testing ςtext-based network communication protocols
Å Using protocol description file to insert XML markup tags
Å Some of mutation tags are generated automatically by using a 

program to analyze the grammar
Å Handling complex mutations
Å tǊƻǘƻŎƻƭ ƛƴŘŜǇŜƴŘŜƴǘ όI¢¢tΣ C¢tΣ ƛ/ŀƭ Χύ
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Syntax-based Security Testing (SST) framework
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Protocol Specification and Markup

% partial HTTP grammar
define program

[request-message]
end define
define request-message

[request-line][repeat headers_message]
[CRLF][opt message_body]

end define
define request-line

[method][space][request-uri][space]
[http-version][CRLF]

end define

The partial low level HTTP protocol specification

IncludeάƘǘǘǇΦƎǊƳέ
redefine entity_header

Χ
|  [SOAPAction]          

end redefine
define SOAPAction

[soap_uri][soap_message]
end define
define soap_message

[xml_declaration][open_soap_envelope] 
[soap_header] [soap_body][close_soap_envelope]

end define

The middle level XML SOAP protocol specification

Example of HTTP request packet

POST /return.asp HTTP/1.1

Host: 192.168.1.105

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.1.11) Gecko/20071220 BonEcho/2.0.0.11

Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0.5

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

éééééé..
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Protocol Specification and Markup

% partial HTTP grammar
defineprogram

[request-message]
end define
define request-message

[request-line][repeat headers_message]
[CRLF][opt message_body]

end define
define request-line

[method][space][request-uri][space]
[http-version][CRLF]

end define

The partial low level HTTP protocol specification

define request_line
<enumeratedLiteral>[method]</enumeratedLiteral>
[space][request_uri][space] [http_version] [CRLF]

end define

Nested Markup tag example

<enumeratedLiteral><caseSensitive>[method]</caseSensitive></enumeratedLiteral>

Relation tag example

defineContent_Length
'Content-Length : [space] <length id="%" root="request_message" role="length">
[number]</length>

enddefine
definemessage_body
ғƭŜƴƎǘƘ ƛŘҐϦ҈Ϧ ǊƻƻǘҐϦǊŜǉǳŜǎǘψƳŜǎǎŀƎŜϦ ǊƻƭŜҐϦǾŀƭǳŜάҔ[repeat token_or_key]</length>

enddefine
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Categorization of markup tags

Types Tags Purpose

Syntactic enumeratedLiteral

Change to another terminal 

provided from grammar to alter 

the original semantics

Lexical

caseSensitive
Change the terminal letters from 

upper case to lower case or vice 

charSpecific Change the terminal character 

dateSpecific Change the terminal date format

syntaxSpecific Alter the terminal characters

valueLimitation
Change the terminal value to 

common boundary values

stringSpecific
Replace a string values with 

common alternate strings

Relational length

Indicates that the number marked 

by the length role gives the 

number of characters in the value 

role.

Custom jpeg

The content identified by the tag is 

an embedded jpeg image (e.g. file 

upload). 
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Markup and mutate process
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Using Agile parsing techniques
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Markup Specification

definehttp_version
HTTP / [number] <charSpecific> [period] </charSpecific> [number]

end define 
defineperiod

`.
end define 

Generalized Protocol Grammar

define http_version
HTTP / [number] 

end define 
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Markup and mutate process
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Marked up packets

GET / HTTP/1.1
Host: 192.168.1.104
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
If-Modified-Since: <dateSpecific>03/10/1900</dateSpecific> 07:43:23 GMT
Χ

GET / HTTP/1.1
Host: 192.168.1.104
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
If-Modified-Since: <dateSpecific>03/10/1900</dateSpecific> 07:43:23 GMT
Χ

GET / HTTP/1<charSpecific>.</charSpecific>1
Host: 192.168.1.104
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
If-Modified-Since: <dateSpecific>03/10/1900</dateSpecific> 07:43:23 GMT
Χ

Marked up 
Packet

definehttp_version
HTTP / [number] <charSpecific> [period] </charSpecific> [number]

end define 
defineperiod

`.
end define 
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Mutants examples

GET / HTTP/1:1
Host: 192.168.1.104
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
Χ

GET / HTTP/1;1
Host: 192.168.1.104
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
Χ

GET / HTTP/1@1
Host: 192.168.1104
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
Χ

GET / HTTP/1#1
Host: 192.168.1.104
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
Χ

GET / HTTP/1$1
Host: 192.168.1.104
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
Χ

GET / HTTP/1%1
Host: 192.168.1.104
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
Χ

Marked up 
packet Mutation engine
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Experiments

1. Toy web applications
Åto validate the functionality of the framework
ÅInteresting result ςIIS accepted the undefined request method message

Apache2 rejected the undefined request method 
message (method POST was changed to post)

2. kOrganizer
Åmutated iCal files ςcaseSensitive, charSpecific, dateSpecific, syntaxSpecific, 

valueLimitation,  and  stringSpecific
ÅXmacroplayinstructs the kOrganizerto open and close the mutated iCal files
ÅA total of 1026 test cases generated from a single iCalendarfile
ÅkOrganizercrashed by a 16Mb string (SIGSEGV - a segmentation violation)
ÅThe total running time was 244188 seconds (67.83 hours)
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SST vsother black box security testing tools 
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User Session No Ҟ [1,2,6,7,8]

WAVES No Ҟ Ҟ [3]

Bypass No Ҟ Ҟ Ҟ [5]

SecuBat No Ҟ Ҟ [4]

SST Yes Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ -




