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Topics

dWeb services - Fault injection

dFault injection tools for Web services

d WSiInject

Case study : The Travel Reservation Service



Web services

1 Application components communicating
over the Internet

] Features

» Communication based on standard
Web protocols :HTTP,XML,SOAP...

» Platforms and languages independent

»Reusable and modular applications



Fault injection

L Definition
Deliberate introduction of faults into a running system
to observe its behavior

JdApplicability

» To verify whether the error detection and recovery
mechanisms behave as expected.

» To evaluate dependability measures such as
reliability for a giving mission time, availability,
performance degradation due to fault handling.

» To understand the effects of real faults.



Fault injection tools for Web services

dFaults can be injected both at interface and communication
levels

» Interface faults
Corrupting input/output messages & parameter values

»Communication faults
Delay, reorder, replicate messages
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Fault injection tools for Web services

Network level fault injectors
»DOCTOR[1], Orchestra [2], DEFINE [3]...

» Not able to decode SOAP messages=>» No interface faults !

dWeb services fault injectors

>WSBang [4], PUPPET[5], GENESIS [6]...

Fault Weh
Injector Service }
.
»Consume the tested service
=» No communication faults !

=» Cannot be used to test composed services
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WSInject

A Web service fault injector able to inject both interface
and communication faults

(JCan be used to test both real and simulated services

It can inject faults on both single and composed services



WSiInject : Architecture

Client/Service

Service 1
Proxy Service 2
/ T~ Sservicen
Controller
A

FaultinjectionExecutor

Script Compiler

=

WSInjecj

Injection
Script
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WSInject : Injection script

A script-driven fault injector

AN injection script is a set of conditions-actions statements

CampaignDescriptor -> FaultInjectionStatement [CampaignDescriptor]
FaultInjectionStatement -> ConditionSet : FaultList ; [FaultInjectionStatement]
ConditionSet -> Condition [&& ConditionSet]

Condition -> operation(String) | contains(String) | uri(String) |
isRequest () | isResponse ()

FaultList -> Fault [, FaultList]

Fault -> delay(Integer) | multiply(String,Integer) | stringCorrupt (String,String) |
xPathCorrupt (String, String) | empty() |CloseConnection ()
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WSiInject : Injection script

dExamples

Operation («LoginRequest »): delay(5000);

Operation («LoginRequest») && contains («<username> Bob </username>») :
xPathCorrupt («//username/text ()», «XXXX»);
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WSinject : GUI

File Proxy Log Script Database

# |Http Code Start Time | Finish Time Requestar URI
163|500 11:51:36 11:51.57 hcé!ﬁi@sttﬁzs;i http: //localhost: 18181 /TravelResenvationSarvice /builditinarany
164|202 11:51:386 11:51:36 localhost:S0887 http: //moncompte-laptop: 8080 /webiservice /AirlineResenvatio. ..
165|202 11:51:386 11:51:386 localhost:50889 http: //localhost: 18181/ TravelResenvationService/airlineReser. ..
166|202 11:51:386 11:51:386 localhost:50891 http: //moncompte-laptop: 8080 /webiservice /VehicleReservati...
167 11:51:386 localhost:50823 http: //localhost: 18181/ TravelResenvationService /vehicleRese.

Remove Sefected Remove All

fREq‘uést rRésponse I

SRMETATYRET TYRPE= 1% TO= MOSI0W -~ P ¢ T . e
<UnigquelD =ME33LWNN < /UniquelD = — <MiddleName>Anthony< /MiddisName> [—
< /ltineraryRef > <Surname > jones< /Surname >
==
<Customerinfos > = < fPersonhlame > -
<Customerinfo RPH="01"» <Telephone PhoneNumber="2241630" Area:—
zCustomers <Email>rajones@somewhere. ora< /Email =
<PersoniMame: <Address Formattedind="true">
<NamePrefix>Mr. < /NamePrafix> = <StreetNmbr PO_Box="F.0. Box 77">145] |
< CiveniName=Rahert < /Giveniame = P = Cityhame > Westfinster < /Cityiame > >
] i l [»] < i | [*]

Script: Leaded Proxy: Stared
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TravelService
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«precondition»
{if('HasVehicle)}

Return(AirlineReservedin)

MessageHandler()
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7 ReserveHotel I I I
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Experimentations & Results
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Experimentations & Results

dinjection process

» Interface faults
=Corrupting string and integer values of SOAP messages

=Structure corruption:
Replicate/ Delete XML elements, inverse openning
and closing tags

> Communication faults

*Message delaying and simulation of connection loss
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Experimentations & Results

JwsAS crash scale [8] defines two failure modes :
Abort and Silent

injected faults | wsASscale

Silent failure Abort failure

Corruption of parameter X
values

Corruption of message

structure

Delaying requests X

Delaying responses X
Empty messages X

Message replication
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